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SUMMARY

In this paper, we evaluate the performance effects of I/O bound workloads on a
specific virtual machine, an important component of an enterprise cloud computing
infrastructure. In particular, we demonstrate that 1) the I/O workload of one guest
system may adversely affect the I/O performance of another for the XEN hypervisor,
and 2) the general I/O performance is degraded due to various overheads. Next, we have
devised a light-weight, complementary, backwards-compatible alternative to hypervisor-
based virtualization techniques called BoNsAl. Our software provides low-overhead I/0
performance isolation by transparently applying traffic shaping to system calls in a cost-
effective manner. Using this system, I/O resource consumption can be controlled at a
very fine granularity. Furthermore, using video streaming experiments, where we limit

the I/O bandwidth available to each service, we show that we are able to achieve the
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required level of resource isolation on a per process basis with only a negligible CPU

overhead and without reducing the I/O performance.

KEY WORDS: Service Consolidation; Hypervisor Overheads; I/O Performance Rate Limitations

1. Introduction

Emerging cloud computing technologies are primarily intended for Internet users and their
need to minimize capital expenditure and complexity. The basic idea is to provide compute
and storage resources as a utility, with low technical and economical barriers for remote users to
enter. In such a cloud, tens, if not hundreds, of thousands of computers have to be orchestrated
and managed, they have to be available 24/7, and they must be secure and reliable. Remote
users can now share the cloud infrastructure, but individually, they get the illusion that the
cloud infrastructure is his or her dedicated computer. Amazon Elastic Compute Cloud [30],
for instance, provides on-demand allocation of resources so that remote users can deploy their
own software and rent cloud resources, but without the cost and complexity of buying and
managing these resources. Resource elasticity is important in this context, a property ensuring
that resources can be rapidly allocated (or de-allocated) on demand without cloud users having
to plan ahead of this provisioning.

We conjecture a second wave in cloud computing, where large corporations not willing
to outsource internal applications and data are using in-house enterprise cloud technologies.
These private clouds are not made available to the general public, but used to host their

enterprise applications and services. This wide variety of applications and services, core to
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SUPPORT FOR ENTERPRISE CONSOLIDATION OF I/O BOUND SERVICES 3

their business models, must be extremely available and reliable, and they must scale rapidly
on demand. This is normally supported by over-provisioning of resources and careful human
management, but an elastic enterprise cloud solution could potentially utilize these commodity

resources better.

Our conjecture has emerged by working closely with, in particular Schibsted’, one of
Europe’s largest media houses with operations in 21 countries. Such a modern large media
house currently provides a blend of Internet services that are exposed to temporal and spatial
load variances. This includes multiple news-on-demand services, (until recently) a full fledged
Internet search engine, a very popular e-commerce auction service, social networking services,
and continuous media entertainment applications. Of special interest for us in a research
context, has been the very popular IP based streaming service of Norwegian soccer in real-time,

a Schibsted service competing with traditional television based broadcasting schemes.

To investigate enterprise cloud computing infrastructures properly, we decided to build a
prototype of a practical next generation soccer streaming service [21]. This is a service that
through a recommendation or search interface, is used to recommended, order, or produce
personalized topic-based entertainment. The end result is a service that in less than a few
seconds provides, for instance, a customized video produced on-the-fly and delivered Trans-
Atlantic to a cellular containing “2 minutes, soccer player number 8 or 14 from favorite team,

sliding tackles with penalty cards, this season”. Timing plays a crucial role in this service, and

Thttp://www.schibsted.com/
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user-perceived quality will degrade if insufficient I/O resources are provided, i.e., raising the
need for effective and low overhead I/0 isolation between the consolidated services.

Virtual machine technologies are a core component of any cloud infrastructure, a technology
presumed to provide this type of resource isolation. We have been interested in evaluating
this assumption more thoroughly. In particular, we are evaluating the XEN [4] hypervisor
in this context, one of the popular virtual machine technologies today used by, for instance,
Eucalyptus [29] and Amazon Elastic Compute Cloud [30]. An additional motivation for this
evaluation is that several researchers recently have identified lack of I/O isolation (e.g., [33, 26])
and quantified the overhead (e.g., [27, 34]) of hypervisors.

The rest of the paper is organized as follows. In section 2, we describe one of our example
application areas which is video search and streaming. In section 3, we describe some important
properties of server consolidation, and section 4 evaluates XEN in the context of I/O bound
workloads. Section 5 describes the implementation of BONSAI. Experiments and results are
presented in section 6, and our approach is discussed in section 7. Section 8 presents related

work. Finally, we summarize the paper in section 9.

2. Application Area

Entertainment and news production, dissemination, and end-user experiences are currently ripe
for radical changes. Emerging Internet technologies and services like, for instance, blogs, wikies,
YouTube, BitTorrent, Flickr, Twitter, and Facebook are paving ways for a new generation of
multimedia consumers. The shift from traditional television broadcasting to IP based streaming

of video content is yet an emerging application area in this context.
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SUPPORT FOR ENTERPRISE CONSOLIDATION OF I/O BOUND SERVICES 5

This section provides the overall ideas and motivations for investigating an alternative
approach to virtual machines. For example, in addition to traditional news video streaming,
Schibsted, through their portal VG Live (http://vglive.no/) recently started live (and stored)
streaming of soccer matches in Norway. In this context, a traditional video streaming prototype
and a compelling video on demand production and dissemination prototype are briefly
presented to give contextual information for the I/O isolation research we have carried out.
Both these kind of streaming systems are frequently used today and have the same high, timely
I/O rate requirement, but they differ slightly in their way of operation. Also, the resulting
overall software architecture for this class of media on demand environment is devised to

illustrate where the I/0O isolation research belongs in the larger context.

2.1. Komssys: Video Streaming

Komssys (KOM streaming system) is an experimental system for distributed audio/video
(AV) streaming systems [41]. Initially intended as an RTSP server front-end for the IBM
VideoCharger server and native plugin for JMF-based players, it has developed into a complete
suite of standard-compatible RTSP/RTP server, proxy, and client. Komssys has been used for
a variety of experimental investigations of protocols, adaptive streaming, server architectures,

and distributed streaming architectures.

Komssys supports several encoders and packagers for diverse encoding formats, including
experimental layered formats. Multiple components can be combined to form a processing

pipeline using different stream handlers (SHs) [24] providing different functionality. Native
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Komssys stream handlers form a zero-copy data path, using the Rope abstraction [8] for

fragmentation and to add headers.

Using Komssys, video data is stored at the server in single, self-contained video files. These
are streamed according to the consumption rate (usually determined by the file sink SH) using
RTSP for control and RTP for data delivery as shown in figure 1. When the user has sent an
RTSP PLAY message, the server starts to push out video to the client until the video ends
or a new RTSP control message arrives. Inside the server, video data is read from the storage
system for example by using read (), an RTP header is then appended by the application, and
finally the RTP packet is sent using send () or similar calls. As shown in the figure, Komssys
can also use TFRC for congestion and rate control, and in combination with layer-coded video
like SVC and SPEG, it can use the congestion information to drop or add video quality layers
in the encoder SH. Nevertheless, I/O is the main bottleneck, and fast access to storage and

network resources is crucial for a user’s experience of the streaming service.

2.2. DAVVI: Next Generation Multimedia Search Technology

For the mnext generation multimedia technology for entertainment production and
dissemination, we have developed DAV VI, a prototype of a multimedia entertainment platform
that provides brand new, personalized user experiences [21]. Through applying search and
recommendation technologies, end-users can be recommended, order, and produce their own
topic-based entertainment and news content by combining sequences from the whole video

archive into one personalized and continuous video playout.
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Figure 1. Packet exchange and 1/O operations in Komssys.

We have been using DAVVI in practical settings with data and metadata from Schibsted’s
archives of Norwegian soccer. Several key software components constitute the system, as
illustrated in Figure 2. To improve search accuracy and recommendation, we index the video
data using metadata both from automatic analysis tools and numerous reliable related public
sources of information. This includes live text commentary web pages. However, important in
this context is the I/O intensive data delivery sub-system, where DAVVT uses a torrent-like
data delivery approach.

First, the video is segmented into many, same length segments, which are coded as small
self-contained videos to support arbitrary combinations. Furthermore, we encode each segment

in multiple qualities, and thus bit rates, to support different end-user platforms and to adapt
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Figure 2. The DAVVI architecture.

the video quality to oscillating (network and CPU) resource availability. Next, we distribute
these video segments to traditional web-servers at multiple locations to allow a torrent-like
data delivery using HT'TP GET requests for each segment as shown in figure 3. This resembles
architectures of popular systems like, for instance, Move Networks [1] and Microsoft’s Smooth
Streaming [2].

At the web-server, the challenge is to support download of ten-fold thousand video segments
(a traditional 90 minutes soccer match is broken down to over 2700 small, indexed videos)
requested by concurrent users. Triggered by the HTTP GET, the video segments are retrieved

from disk and sent over the network. In this respect, modern web-servers often use sendfile ()
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Figure 3. Packet exchange and I/O operations in DAVVI.

to avoid copy operations, but timely and predictable I/O from both the storage and the network
sub-systems is a necessity to support a hiccup-free video playout.

Finally, at the client side, a specialized player and segment download proxy is used to provide
seamless video playout. The download proxy monitors segment buffer level and download speed

to determine video quality, and it delivers the segments in playout order to the video player.

2.3. Asymmetric Architecture Emerging

An interesting open research question we are left with after building this next generation video

search and production prototype, is how the supporting infrastructure should be architected.
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We have already conjectured that it will be built out of enterprise data centers with cloud
computing software. Back-end servers in the enterprise cloud forms the root of a dissemination
network of intermediate distributed web servers, with leaf nodes supporting the end-users.
These leaf nodes also lend themselves to future peer-to-peer enhancements.

The interesting research problem for us is I/O resource elasticity, the scalability of servers
performing I/O under varying load, and video playout quality as perceived by a varying number
of end-users. This is also a practical and real problem in the video streaming domain. For
instance, informal experience with commercially deployed IP based dissemination of soccer
videos gives us a varying delay relative to actual real event time. This depends on the number
of end-users simultaneously watching and their locality. We experience not only seconds delay,
but sometimes closer to a minute relative to real time. This is not acceptable for the end-user
in the longer run.

Throwing more resources at a scalability problem is a solution that often works. These
resources are today primarily provided through virtual machines (VMs). This motivates the
focus of the rest of this paper, a thorough evaluation of how well one concrete virtual machine

behaves given the properties and constraints of our video streaming application area.

3. Consolidation of services

Application service providers can drive down infrastructure costs by consolidating services. One
important reason is that the popularity of the various services may differ greatly depending on
time of day and day of week. For instance, many use a news-on-demand service in the middle

of the day [22], whereas video-on-demand services are most popular in the evening [39]. Thus,
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different services are likely to experience dynamic workloads with potentially different peak

hours.

A challenge is to prevent that a load peak at one service influences the performance of
another. To provide acceptable services, each user should receive a minimum amount of

resources, despite high load at other services. Thus, reliable access to I/O resources is needed.

One approach is to carefully attribute resource usage to the various services, and employ
schedulers that make use of this resource usage information to performance isolate services from
each other. When the system goes into a highly loaded state, performance isolation ensures
that competing consumers are locked out of the performance isolated consumer’s share, while
the isolated consumer may be locked into its share and does not compete against others. While
performance isolation typically guarantees full availability of a minimal amount of resources to
all customers, it is not always the best solution for service providers. It is often appropriate for
a service provider to over-commit his resources in such a way that minimal service is provided
to customers with a given probability. Thus, the long-term resource saving gain is higher than

the penalties inflicted for not satisfying the service level agreement.

Currently, service providers frequently use vMs to provide the required performance
guarantees, e.g., Eucalyptus and Amazon Elastic Compute Cloud are using XEN [29, 30].
In terms of CPU and memory resources, a VM is an appropriate tool to achieve the necessary
performance isolation. I/O isolation, however, has received little attention, even though many

services require means to enforce resource availability.
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4. Virtual machines

Hypervisors are a virtualization platform that allows multiple operating systems to run on
a host computer at the same time, and they are becoming commonplace with vMs like
XEN [4] and VMware [13]. Here, the virtualized environment between the computer platform
and its operating system enhances the sometimes weak form of isolation provided by the
process abstraction in commodity operating systems. VvMs provide execution “sandboxes” with
improved isolation properties, compared to running multiple processes on the same instance
of an operating system.

Until recently, the functional aspects of VMs have been in focus. Comparatively, problems
with interaction among virtualized environments hosted on the same machine have received
less attention. In our work, we are studying this interaction problem. As a preliminary result,
we address the issue of 1/O performance isolation for I/O intensive applications that have rate
or timeliness requirements. As a representative of the vM software, we have experimented with

XEN, which is designed to host a moderate number of virtualized environments.

4.1. Lack of I/O isolation in XEN

Several algorithms for I/O performance virtualization exists. However, a challenge is that there
might not be absolute isolation and fairness between the virtualized guests; the I/O operations
of one application may influence the performance of another [33]. To evaluate the I/O isolation
properties of XEN, we ran experiments on a XEN-enabled Linux 2.6.11.4 kernel with two XEN
guest environments (referred to as XEN-a and XEN-b). We used the flexible I/O benchmark

(fio, version 1.17.2) to read data from the same fragmented disk. Any benchmark program
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producing a predictable rate could be used to generate data requests reflecting the streaming
scenario we have in Komssys and DAVVI. However, we chose fio due to its fine granular,
per-time interval reporting of the achieved rates, i.e., to observe if the timeliness of the data
delivery in our streaming scenario is achievable or not. Furthermore, XEN-a had one reading
thread trying to read a 5 GB file at a rate slightly above what we measured to be the maximum
(~36 MBps). XEN-b started two threads after 20 and 40 seconds, both trying to read 2 GB files
at 20 MBps. We performed experiments using both the NOOP* and the CFQ? schedulers to
investigate if there are differences between simple and more complex, but modern, schedulers,

with respect to isolation properties.

The results are shown in Figures 4 and 5. Figure 4 shows the achieved bandwidth for each
second when XEN-a is running alone. The plot shows several different runs, using both the
NOOP and the CFQ scheduler. The experiment indicates a maximum bandwidth of about
36 MBps when running alone, and the minimum was measured to about 26 MBps regardless

of the I/O scheduler.

When comparing this to the results of the competing scenario (shown in figures 5(a)
and 5(b)), we observe that the competing XEN guests strongly influence each other. In the
NOOP experiments, we notice that when XEN-b starts the two read processes after 20 and 40

seconds, the XEN-a performance immediately drops from 36 MBps to 15 MBps and 3-4 MBps,

INOOP works by placing all requests into a simple unordered FIFO queue, and implements only request

merging.

8CFQ works by placing synchronous requests submitted by processes into a number of per-process queues and

then allocating time-slices for each of the queues to access the disk.
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Figure 4. I/O performance of a single XEN guest running fio.
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respectively. When the XEN-b processes finish, the I/O rates of XEN-a increases. The results
for the CFQ experiments show the same trends. Again, the performance of XEN-a is strongly
influenced by the competing traffic in XEN-b, i.e., the XEN-a rate decreases and increases
when the XEN-b processes start and finish, respectively. We also observe that CFQ provides,
as expected, more fair distribution of the available I/O resources compared to NOOP, but the
results show in general that there is little or no performance isolation. These are surprising

results, since VMs often are touted to provide performance isolation.

4.2. Degraded I/O performance of XEN

There are several studies reporting high overheads with virtualization. The reasons for the costs
are not well documented or understood, but some early profiling indicates that the cost of cache
and TLB misses contributes greatly to the total I/O performance degradation [27]. Buffering,
copying, and synchronization between the host and the guest vM also add extra overhead [34].
Additionally, Menon et. al. [27] demonstrate an overhead (with respect to network throughput)
using XEN-domain0 compared to a plain Linux kernel which is contradictory to what is

reported by Barham et. al. [4].

To evaluate the I/O performance of XEN, we ran the Iozone (version 3.283) benchmark
to simulate a video streaming scenario on a XEN enabled Linux 2.6.11.4 kernel. In this
experiment, we did not need the fine-granular reporting of fio, but only wanted the total
achievable I/O rates when retrieving large amounts of data. In this respect, Iozone can perform
operations on both small and large files with small and large I/O operations, i.e., reflecting all

the different data dissemination types used in video streaming (and other scenarios) — using
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many small files (segments) like in the torrent-like HT'TP approach used in DAVVT or using
one large file sending smaller chunks in a timely manner as done using the RTSP/RTP-based
Kommsys video server [41] used in our later experiments. We used Iozone in automatic mode
using the write/re-write, read/re-read and random read/write experimentsY. The experiments
were performed in both the host domain and in the virtual domain. Both environments had 1
GB of physical memory, and data was read from the same Seagate X15 (15K RPM) physical
disk device, set up with the XFS file system. We used file sizes up to 2 GB and record sizes

up to 16 KB. Each experiment was repeated 10 times, and we present the median values.

The results on the host (Dom0) and in the vM (Figure 6) show the relative performance of
XEN compared to running the benchmark on the host without a virtual machine. Values below
1 indicate a vM I/O performance degradation. Figures 6(a) and 6(b) show that when reading
data, there is generally a penalty using XEN. The performance is more or less the same using
small files, but as the file size grows above 64 KB, we observe a large I/O performance penalty.
For example, for a file size of 128 KB, if we read a very small amount of data per operation
(64 B), we observe a large performance degradation of about 50%. If we read 4 KB blocks,
the performance degradation is about 40%. In general, with file sizes larger than 64 KB, our
measurements show at least a performance penalty of 20% for reading data (Figure 6(a)).
Random read (Figure 6(b)) shows similar trends, but with a bit more variance due to the

randomness.

Yiozone -a [-0] -g 2G -i 0 -i 1 -i 2
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The write results (see Figure 7) show similar overhead. As Linux often performs
asynchronous writes (even though the application may specify a synchronous operation), we
have mounted the device with the sync and dirsync options, as well as instructing lozone
to use the 0_SYNC flag. As we can observe from the figure, XEN performance does generally
degrade for write operations. Having small files and large write operations, the performance is

almost equal, but small writes are heavily penalized with reductions of up to 65%.

The benchmark results show several different performance aspects of our system, and we
could provide a deeper analysis of the different numbers pointing at caching/buffering effects,
long data paths, added instructions, etc. However, our aim is to show whether we can observe a
performance penalty using vMs or not. The experiments confirmed our expectations — the I/O
performance is decreased in the XEN guest virtual machines. In our media house scenario, I/O
calls will dominate performing operations on large video files, and the performance degradation
may thus give severe penalties in service quality. Other vMs might be slightly better and have

a smaller overhead [34], but the general observation is that virtualization is expensive.

4.3. Is full virtualization always necessary?

The advantages of running VMs to separate applications and enable multiple platforms are
many, e.g., to dynamically assign resources, migrate tasks, and run different operating systems.
The list is long, and the current trend seems to be to support a growing and wider set of
services. However, there are several scenarios where the full isolation and protection needed in
an Internet cloud are not necessary. One example is the enterprise cloud in our media house

scenario where a single company may consolidate many (similar) services in an in-house cloud
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running in a trusted environment. Large, full fledged vMs might be too complex and give too
much overhead compared to what is necessary in this situation.

This indicates that it is important to differentiate between the Internet and enterprise
consolidation scenarios, because the virtualization does not, as we demonstrated in the above
sections, come for free. The requirements are different, and in media houses, many applications
run on the same operating system and may be only I/O bound, e.g., running different, but
functionally equal services. Thus, the bottlenecks are accesses to I/O devices and transfers of
huge amounts of data over buses. Consequently, we do not need all the functionality of vMs,
and considering that I/O throughput may suffer severely from virtualization, we conclude that
VMs are too heavy-weight for applications only requiring I/O isolation.

Based on our experimental results, we have identified some key properties for in-house
enterprise clouds: 1) Performance isolation must be supported, because user-perceived service
quality will strongly degrade if resource availability is influenced by load peaks in other services;
2) The solution must have low-overhead to keep costs down and to be able to support a
maximum number of users on a given set of resources; and 3) In order to support old and
existing applications already installed on thousands of enterprise machines, the system should

be backward compatible and require no changes to the applications or the operating system.

5. BONSAI

Our experience using VMs in practice indicates that there are scenarios where existing
virtualization techniques are too complex and heavy weight. One example is our media house

environment, where all services are controlled by a single provider (Schibsted) and where
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Figure 8. BONSATI architecture.

the bottleneck resource is 1/O. To provide a more appropriate solution for such enterprise
clouds running I/O bound applications, our BONSAI system targets the three key properties
listed above in section 4.3. It is an I/O rate limitation system which is built as a light-weight
alternative to large, complex, and resource consuming systems providing resource isolation.
It is backward compatible and does not require modifications to applications and operating
systems. BONSALI is a thin, per-application instrumentation layer, as shown by the architecture
depicted in Figure 8, that transparently intercepts and subjects system calls to rate limiting.
The current proof-of-concept prototype allows a system administrator to individually configure
each application with a maximum rate at which the application may perform system calls. This
configuration is at the granularity of individual system calls. For system calls involving 1/0,
such as read, write, and send, a rate is specified as the maximum number of bytes transferred
per second. For all other calls, the rate is specified as the maximum number of calls per
second. Thus, in a trusted environment, the system can be configured to provide the necessary

isolation.
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Resource assignment and limitation are enforced using a token bucket. This approach allows
us to add a rate of ¢ tokens, according to the specified limit, every period (of 1 second)
and possibly support bursts of bucket size b (but for now the bucket size equals the rate).
Furthermore, BONSAI is currently implemented as a modification to glibc version 2.4. The
alternatives are adding similar functionality in the kernel or in the applications. However,
both these approaches are more intrusive to the existing system. A kernel approach will require
operating system updates and possibly a complete system re-installation. An application level
solution forces re-implementation of the applications and allows application developers an easy
way to cheat the system (by not adding the functionality). In the current solution, applications
need only to dynamically link the modified glibc to use BONSAI This can be done by replacing
existing glibc libraries, modifying linking related environment variables before starting the
application, or through the Linux LDPreload system. Statically linked applications must be

recompiled to make use of BONSAL

As shown in Figures 9 and 10, the modified glibc is set up to invoke a BONSAI handler before
and after each system call. When receiving control, BONSAI inspects the call stack to discover
what system call the application is attempting to perform, and in the case of I/O related calls,
the amount of data involved. For each system call, BONSAI keeps track of the number of calls
or amount of data transferred over time. If BONSAI detects violations of the allowed rate for a
system call, the call is simply blocked until eligible. For short duration blocking, a busy wait
loop is used, and for longer periods, blocking is implemented through the select system call.
The threshold for busy wait is 1 ms in the current prototype, which after experimentation

appears to be a reasonable tradeoff between the overheads of wasting CPU cycles in a busy
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application

n =read(fd, *buf, count)

if count > # tokens

wait for more tokens BONSAI —— if n < count
| # tokens += (count - n)

else
tokens — = count it

n =sys_read(fd, *buf, count)

Figure 9. System call interception with read as an example.

wait loop and the overhead of context switching putting a process to sleep and waking it
up, i.e., the results presented later in section 6.2 shows that the overhead is negligible (our
main bottleneck is disk I/O, not the CPU). Furthermore, for I/O related calls, there can be a
discrepancy between the requested amount of I/O and the actual amount of data processed.
In particular, this is common when an application uses non-blocking I/O. To account for such

discrepancies, BONSAI is invoked on the system call return path and statistics are adjusted.

6. Experiments and results

To investigate the effectiveness of BONSAI, we conducted several experiments running Linux
version 2.6.15. Below, we present the results from various scenarios designed to to evaluate if
BONSAI might be an alternative to full virtualization in scenarios where only some light-weight

I/0 isolation is required.
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Intercept to kermel:
<locate resource allotments for type of system call>
<if call cannot be completed without exceeding resource allotment>
<calculate time till allotment has been accrued>
<if time less than 1 miliseconds>
<busy wait>
<else>
<sleep>

<continue with system call>

Intercept from kernel:

<inspect return values and account for actual resource usage>

Figure 10. Pseudo-code for interception of system calls.

6.1. Achieved server bandwidth

Since both Komssys and DAV VT have the same requirement for timely 1/0, we ran the Komssys

video server (see section 2.1) on our server machine to evaluate the potential effectiveness of

Bonsar . The client processes ran on four different machines connected to the server by a

Gigabit Ethernet switch. The clients requested approximately 2 Mbps constant bitrate videos,

and statistics were collected on both the server and the clients.
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average client bandwidth
(in Kbps)
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20730 70 rate limitation
50 (in MBps)

Figure 11. Average client bandwidth.

In media streaming applications, we are primarily concerned with the quality delivered to
the end user. We therefore investigated the performance on the client side in a scenario where
the server downgrades the service equally for all concurrent streams. In Figure 11, we show the
received bandwidth at the clients in a scenario with two competing parallel server processes.
The bandwidth limitations and the offered load in this scenario were varied. The maximum
bandwidth per stream was 1986 Kbps, and up to 100 streams were sent to each client machine.
As the Komssys video server distributes the available resources equally onto the connected
clients, we observe a drop in the received bandwidth per stream when the number of streams
increases, i.e., the Komssys server will start to drop quality layers in the case of a layered video

file, and in the case of using DAV VI, the client system will start downloading lower quality
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segments. For instance, with a rate limitation of 10 MBps (80 Mbps), a sustainable full rate is
achieved for up to 40 concurrent clients, but when the number of clients increases further, the
average rate drops to about 1600, 1140 and 800 Kbps for 50, 70 and 100 users, respectively.
Similarly, when the amount of available resources decreases (a lower rate limitation), the
received bandwidth per client drops as well. Thus, in such a scenario, these experiments show
that I/O performance isolation (or only rate limitation) will be valuable to make sure that each

server (and their clients) will receive the required and allocated share of the I/O resources.

As a proof of concept to gain practical experience of the BONSAI rate limitation, we
have evaluated different scenarios. Figure 12 presents a representative example where the
servers receive a total of 50 concurrent requests with a total read and send requirement of
approximately 12.5 MBps. All the experiments show that BONSALI is able to limit the resource
consumption of an application. In Figure 12(a), we have one server running without limitations,
possibly stealing resources from other applications, and in Figure 12(b), the server’s I/O rate
in terms of number of bytes read and sent is limited to 10 MBps. We observe that the server
without means for rate limiting is able to read and send all the requested data at a data rate
of 12.5 MBps (Figure 12(a)). The server to which we have applied the BONSAI rate limitations
is not able to read more than the upper threshold at 10 MBps (Figure 12(b), the requested
rate is shown by the dotted line), which means that either the bandwidth to each client must

be lowered or the server must deny some of the requests.
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(a) No resource limitations. (b) With resource limitations, maximum = 10 MBps.

Figure 12. Aggregated I/O bandwidth on server 1 with and without limitations.

6.2. System call interception overhead

Our experiments confirm that BONSAI is able to perform rate limiting, and thus the required
level of I/O isolation for enterprise consolidation. However, the trade-off is that system calls
are slightly more expensive as additional work must be performed. For an empty system call,
which is the worst case comparison, the measured overhead is ~550 cycles per call, which is
a 48% increase over the empty call (on our Xeon machine). However, the relative overhead
decreases for all other calls. In our I/O bound scenario, we will mostly perform calls like read
and write where the cost also depends on the amount of data to process, i.e., in our media
house scenario, the data rates are high. For example, a write call for a 4 KB data block might
cost up to 40.000 cycles [31] (which again will be larger when the amount of data spans several
disk blocks), i.e., giving a relative overhead of about 1%. So, in practice, the overhead of the

important system calls are very small, and in a media-house scenario, negligible.
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To confirm whether the BONSAI overhead is negligible or not, and to observe the end-to-
end performance, we performed macro benchmarks using many concurrent users streaming
with and without BONSAL In our video server experiment (section 6.1), running 10 concurrent
servers and varying the number of client streams from 80 to 800, we did not get any observable
reduction in the I/O rate between servers running with and without BoNsal. The overhead
in terms of a slightly higher CPU cycle consumption is therefore negligible in I/O-bound
services. This shows the real applicability of our system and implies that the same end-to-end

performance is sustained even after adding the small overhead of BONSAI per system calls.

7. Discussion

VMs enable consolidation of multiple services that possibly run their own operating system and
can potentially reduce cost and management demands. Internet companies can thus provide
a blend of on-demand services with a single point of access with predictable service level
agreements.

In such cloud consolidation scenarios, services are often executed in different vMs that
run entire guest operating systems for each service or application. In many situations, this
is a convenient solution providing protection in a sandbox-like environment, migration of
jobs, dynamic resource allocation, etc. For instance, for both 1) trusted private clouds where
flexibility and manageability are more important than tuning the performance to a maximum,
and 2) for untrusted environments like Internet clouds or external third-party clouds where
the full isolation is needed to avoid interference from other, possibly malicious actors and

where a VM migration makes adaption to oscillating resource requirements easier. However,
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our experience is that, if high performance is a key factor, it might be beneficial to differentiate
between these general Internet clouds and emerging in-house enterprise clouds running in a
closed, trusted environment, possibly running on the same operating system and sharing data
between applications. One such scenario is large media houses like our project partner Schibsted
providing numerous online media services all over Europe, i.e., where the number of served

clients are directly influenced by the performance of the system.

The main reason for making this distinction is that these complete vMs provide a complex set
of services and add significant costs, but may not always provide the required functionality. We
have shown that hypervisors like XEN may lack I/O performance isolation (see also [16, 33, 26])
and degrade I/0O performance of the system (see also [27, 34]). Furthermore, a challenge is that
the current trend is to add more and more functionality, and thus probably overhead, whereas
the workloads in several scenarios, like the in-house media enterprise, require only a small
set of the available functions that large vMs provide. One example is our media streaming
consolidation scenario where most services will be I/O bound only. On the other hand, we also
see more light-weight configurable vMs, which is a more interesting approach. Nevertheless,
running a complete VM with its own instance of the operating system and application may
be excessive and too heavy-weight. With respect to performance and resource utilization, the
introduced overhead is a step in the opposite direction of the vast amount of research over the

last 15-20 years in the area of optimizing systems for I/O bound workloads.

In this respect, BONSAI provides the required isolation functionality in a light-weight,
backward-compatible way. Through a small library addition, commodity systems have a

transparent mechanism to support rate limitations. In the enterprise setting, there is also a
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question of trust and security among the providers and the customers. In our initial prototype,
we have assumed a trusted environment where the provider has control over the data and
applications. However, a broader scenario opens for customers to run their applications in
a hosting facility where the resource provider has limited control. In such a scenario, the
BONSAI prototype may therefore be too light-weight. Thus, there exists different scenarios
where traditional vMs provide the best support, and others where BONSATI is best suited. The
two approaches should co-exist, because they are orthogonal and may be complementary. They

can therefore be used separately or combined depending on the service requirements.

One of the goals of BONSAI is to be transparent and backward-compatible, which lead
to a library level implementation. However, such mechanisms can be implemented at different
levels in the software stack, e.g., at the application layer, at the virtual machine layer, or at the
operating system layer. We have earlier implemented a complete performance isolation kernell,
and we are looking at other alternatives to the library solution. A challenge in this respect is
backward compatibility. We are particularly concerned with this since, in the larger picture,
we are investigating system problems for next generation distributed run-time environments,
and large enterprises will probably need to be able to run some of their existing software

components.

Il See Vortex - hitp://www.iad.cs. wit.no/
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8. Related work

Much research has addressed guaranteed access to resources and meeting QoS goals by
admission control. At the operating system level, all services may be forced through the same
admission mechanisms to provide system wide control. In our streaming server example, this
may include limits on the total rate or number of streams using admission control and service
differentiation based on connection and application level information [38]. Similarly, admission
to network resources may be granted based on available CPU cycles [25], bandwidth [5],
buffers [36], and measured latencies [15]. Admission control can alternatively be placed in
a middleware [6, 20] or in the application [3, 7].

More advanced systems include dynamic schedulers with a notion of admission control, e.g.,
the cPU schedulers in RT-MACH [28], Resource Kernels [32], and Rialto [23]. Here, resource
accounting for a process is a challenge, but systems like Eclipse [9] have support for provisioning
and reservation of resources. However, provisioning and reservation tasks are complex, and to
simplify them, operating system code may be moved to user-level libraries like in Nemesis [18]
(and similarly in Cache Kernel [10] and Exokernel [14]). Furthermore, many mechanisms have
been proposed to better utilize the resources and give guarantees to the users by looking at
disk bandwidth, I/O requests, buffers, or response times [37, 40]. A similar approach as ours,
and concurrently developed with our system, is the I/O scheduler presented in [12], using
similar ideas with resource accounting.

Moreover, several commercial operating systems like HP-UX [17], z/OS [19] and Solaris [35]

include frameworks for management of resources, but these systems focus on long-term goals
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and rely on fair-share scheduling approaches for enforcement of resource shares. Resources that

cannot be replenished (such as disk space) are typically controlled by hard limits.

However, all the mechanisms listed above require (possibly large) changes to the operating
system with necessary schedulers and instrumentation to attribute resource usage to the
various services. Thus, many of the proposed components are not even implemented but only

analytically evaluated or simulated.

Virtualization systems like IBM VM /370 [11] and XEN [4] partition the machine resources
in an isolated way. However, a complete virtualization system may be too complex and
introduce overhead that reduces the overall performance. For example, the results presented
for XEN show some small performance penalties over 'bare metal” Linux [4], but for server-
type workloads, ”XEN lags an unvirtualized system by up to 38% for network throughput
while demanding a comparable CPU load, and 25% for disk intensive workloads” [34]. In many
consolidation scenarios, I/O resources are the main bottlenecks, and isolation by virtualization
may incur noticeable performance reductions. Furthermore, there are also work addressing the
lack of resource isolation. For example, in XEN, the Self Earliest Deadline First - Debt Collector
(SEDF-DC) scheduler improves the CPU resource isolation whereas ShareGuard enhances the
isolation of the network resources [16]. However, it is unclear whether disk resources now are
supported (as stated in future work), and whether they still will experience the overheads of

a complete VM.

Our approach, on the other hand, does not rely on changes to the applications or the

operating system, and introduces a minimum of overhead that does not noticeably reduce I/0
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performance. Performance isolation is transparently achieved by intercepting and applying

traffic shaping to system calls.

9. Conclusion

Virtualization has become immensely popular, and in a service consolidation scenario, like
the emerging cloud infrastructures, vMs are the de facto solution. Although this technology is
very useful in many scenarios, the touting of vMs as an universal solution makes people jump
too easily for such a solution without considering the drawbacks and possible alternatives. For
example, we have demonstrated that hypervisors lack I/O performance isolation and degrade
I/O performance of the system. Thus, for consolidated I/O-bound services, a complete VM
with an own instance of the operating system for each application may be too excessive and
heavy weight.

Furthermore, we have argued that the necessary functionality for consolidating this type
of service can be provided in a more cost-efficient and backward compatible way. Empirical
data so far indicates that the required level of performance isolation can be achieved by
modifying system calls and intercepting the calls in user space libraries, i.e., providing the
I/0 isolation for the application-level services in a transparent way, just as existing vMs. This
thin instrumentation layer monitors the rate of every data stream using a per-stream token
bucket, and if the requested rate exceeds the specified limit, the call is blocked until there is
available tokens. For the presented experiments, resource limits have been hand-tuned for the
proof-of-concept, and research into automatic management is currently ongoing. We are also

currently working on schemes where soft guarantees are given to resource consumers as a rule,
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but where the upside is potential and free support for more exceptional resource demands. In
this way, resource consumers can plan for the common case and have some assurance that the

more exceptional case still can be supported.
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