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Abstract.

This paper describes a study performed in an industrial setting that attempts to build predictive
models to identify parts of a Java system with a high fault probability. The system under
consideration is constantly evolving as several releases a year are shipped to customers.
Developers usually have limited resources for their testing and would like to devote extra
resources to faulty system parts. The main research focus of this paper is to systematically assess
three aspects on how to build and evaluate fault-proneness models in the context of this large
Java legacy system development project: (1) compare many data mining and machine learning
techniques to build fault-proneness models, (2) assess the impact of using different metric sets
entailing different data collection costs, such as source code structural measures and historic
change/fault (process) measures, and (3) compare several alternative ways of assessing the
performance of the models, in terms of (i) confusion matrix criteria such as accuracy and
precision/recall, (ii) ranking ability, using the receiver operating characteristic area (ROC), and
(ii1) our proposed cost-effectiveness measure (CE).

The results of the study indicate that the choice of fault-proneness modeling technique
has limited impact on the resulting classification accuracy or cost-effectiveness. There is
however large differences between the individual metric sets in terms of cost-effectiveness, and
although the process measures are among the most expensive ones to collect, including them as
candidate measures significantly improves the prediction models compared with models that
only include structural measures and/or their deltas across releases — both in terms of ROC area
and cost-effectiveness. Further, we observe that what is considered the best model is highly
dependent on the criteria that are used to evaluate and compare the models. The regular
confusion matrix criteria, although popular, are not clearly related to what we consider to be a
crucial aspect, namely the cost-effectiveness of using fault-proneness prediction models to focus
verification effort where it is the most needed.

1 Introduction

A significant research effort has been dedicated to defining specific quality measures and
building quality models based on those measures [1]. Such models can then be used to help
decision-making during development of software systems. Fault-proneness or the number of
defects detected in a software component (usually a module, class, or file) are the most
frequently investigated dependent variables [1]. In this case, we may want to predict the fault-
proneness of components in order to focus validation and verification effort, thus potentially
finding more defects for the same amount of effort. For example, assuming a class is predicted as
very likely to be faulty, one would take corrective action by investing additional effort to inspect
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and test this class. Given that software development companies might spend between 50 to 80
percent of their software development effort on testing [2], research on fault-proneness
prediction models can be motivated by its high cost-saving potential.

As a part of this study, we have reviewed a selection of relevant publications within the
field of fault-proneness prediction models (details are provided in Section 2). The review
revealed that a vast number of modeling techniques have been used to build such prediction
models. However, there has been no comprehensive and systematic effort on assessing the
impact of selecting a particular modeling technique.

To construct fault-proneness prediction models, most studies use structural measures such
as coupling and cohesion as independent variables. Although some studies have investigated the
possible benefits of including other measures such the number of changes performed on
components and their fault history in previous releases, none of the studies assess in a systematic
way the impact of using various sets of measures, entailing different data collection costs, on the
cost-effectiveness of the prediction models.

A large number of evaluation criteria have been used to evaluate and compare fault-
proneness prediction models,. Among the most popular evaluation criteria are the ones that can
be derived from the confusion matrix such as accuracy, precision, and recall. There is little
consistency across the reviewed studies with respect to the criteria and methods that are used to
evaluate the models, making it hard to draw general conclusions on what modeling technique or
sets of independent variables seems the most appropriate. In addition, the popular confusion
matrix criteria are somewhat abstract as they do not clearly and directly relate to the cost-
effectiveness of using fault-proneness prediction models to focus verification and validation
activities such as testing. Because there exists very little evidence of the economic viability of
fault-proneness prediction models [1], there is a need for evaluating and comparing fault-
proneness prediction models not only by considering their prediction accuracy, but also by
assessing the potential cost-effectiveness of applying such models.

To compare the potential cost-effectiveness of alternative prediction models, we need to
consider (surrogate) measures of additional verification cost for the selected, faulty classes. For
many verification activities, such as structural coverage testing or even simple code inspections,
the cost of verification is likely to be roughly proportional to the size of the class." What we want
are models that capture other fault factors in addition to size, so that the model would select a
subset of classes with high fault density.

To build fault-proneness prediction models there are a large number of modeling
techniques to choose from, including standard statistical techniques such as logistic regression,
and data mining techniques such as decision trees [3]. The data mining techniques are especially
useful since we have little theory to work with and we want to explore many potential factors
(and their interactions) and compare many alternative models so as to optimize cost-
effectiveness.

Although there are a large number of publications that have built and evaluated methods
for building fault-proneness prediction models, it is not easy to draw practical guidelines from
them in terms of what modeling techniques to use, what data to collect, and what practical gains
to expect. This paper investigates in a systematic way three practical aspects of the building and
evaluation of fault-proneness prediction models; (i) choice of modeling techniques, (ii) choice of

! Depending on the specific verification undertaken on classes predicted as fault prone, one may want to use a different size measure

that would be proportional to the cost of verification.
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independent variables (sets of measures), and (iii) choice of evaluation criteria. This assessment
is performed by building a range of fault-proneness prediction models using a selection of
relevant modeling techniques. The models are built using different sets of independent variables
entailing different data collection costs. This allows us to assess the possible benefits of
collecting certain sets of measures. The resulting models are then systematically compared and
evaluated using a number of the most popular evaluation criteria such as accuracy, precision and
recall. To assess the potential cost-effectiveness in applying the models to focus verification
activities, we also compare the models according to a proposed measure of cost-effectiveness
within this particular industrial context.

The remainder of this paper is organized as follows: Section 2 provides a comprehensive
overview of related works, whereas Section 3 presents our study design. In Section 4 we report
our results, comparing several modeling techniques and sets of measures using a number of
different evaluation criteria. Section 5 discusses what we consider the most important threats to
validity, whereas Section 6 concludes and outlines directions for future research.

2 Fault-proneness Prediction Models

In this section, we first elaborate on the concept of fault-proneness; how it is defined, and
possible ways of measuring it. Then, we describe factors that may have an impact on fault-
proneness, and thus are candidate predictor variables. We continue by giving a brief summary on
how various statistical methods and data-mining techniques have been used in existing fault-
proneness studies. Furthermore, we discuss how fault-proneness prediction models have been
evaluated. Throughout the following subsections we summarize existing work according to the
abovementioned dimensions and discuss implications for our work.

The discussions in the following sections are frequently referring to Appendix A, which
gives a summary of this field of research in recent years. Each study is categorized in terms of
dependent variable, unit of analysis, selection of measures, modeling techniques and evaluation
criteria used, validation method and type of system (see Appendix A). Many of the findings prior
to 2002 are summarized in [4], and we therefore focus on empirical research reported since 2001.
To obtain this set of papers, we proceeded as follows:

We searched ISI Web of Knowledge and Inspec for papers that matched the following
logical expression:

((software OR object-oriented) AND (metrics) AND
(prediction) AND (defect OR fault OR error))

First, ISI returned 40 hits. Out of these, 12 papers were included after reading the title and
abstract to determine whether they were indeed related to the topic of fault-proneness prediction
models. Second, using Inspec, we performed the same search but limited to journal papers only.
This search resulted in 32 hits, of which 8 additional papers were included on the basis of
reading the title and abstract.

Given that this search was probably not complete, we furthermore checked the included
papers for references to additional work on the topic of fault-proneness prediction models. As a
result, an additional 13 papers were included leading to a total of 33 papers.
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A more comprehensive systematic literature review is certainly possible but we still
believe, because of the systematic nature of our search, that the selected papers reflect the current
state of the art in a reasonably unbiased way.

2.1 Fault-proneness

Fault-proneness is a difficult concept to define in precise terms and can be measured in many
ways. In pragmatic terms, fault-proneness is the probability that a component, e.g., a class,
contains a fault. A fault is a (possibly undetected) incorrect program step, process, or data
definition in a computer program [5]. In many situations, a more practical definition of fault-
proneness that is commonly used is the probability of detecting one or more faults in a
component. A fault may be detected as a result of any form of verification and validation
activities at different stages of development and maintenance. Some faults remain undetected
while others are detected as field failures. A field failure is a systems inability to perform its
required functions during operation. Faults that manifest themselves through field failures may
be different from those found before the system is deployed. Thus, one may distinguish between
pre-release and post-release faults, the latter possibly resulting in field failures. Furthermore,
some faults are more severe than others, and thus one may classify faults according to their
severity level to distinguish fault-proneness with critical implications. Column 2 in Appendix A
gives an overview of the kinds of faults that have been considered in the reviewed studies.

A common conception is that some components are intrinsically more fault-prone than
others due to some (possibly unknown) property. For example, components that are fault-prone
during system test may continue to be fault-prone during future operation. Thus, the distribution
of faults found during pre-release testing may reflect the future distribution of post-release faults.
However, a study by Fenton et al. suggests that the number of pre-release faults is inversely
correlated to the number of post-release faults, i.e., components that are among the most fault-
prone during pre-release testing are among the most reliable during field operation [6]. This is, to
some degree, further supported by Ostrand ez al.[7]. It is important to note that these findings do
not imply a causal relationship; the fact that post-release fault-proneness is inversely correlated
to pre-release fault-proneness might be attributed to the distribution of effort spent during pre-
release testing across various components.

When measuring and predicting faults in object-oriented systems, the unit of analysis may
be the individual changes done on a particular component, a class, a file, a package or module,
executable component or subsystem. Some studies investigating fault-proneness models in the
context of object-oriented systems use a class as their unit of analysis, e.g., [8-14] . However,
because most revision control systems operate at the file-level, many studies use files as the unit
of analysis, e.g., [15-18]. Others aggregate data to a higher level and use collections of related
files (modules) as the unit of analysis, e.g., [19], while others analyze on a more detailed level
such as methods or procedures , e.g., [20, 21]. Some studies, such as [22], have used the change
itself, i.e., each commit to the source code repository, as the unit of analysis.

In addition to the choice of the unit of analysis, there are also different options for
constructing the dependent variable to be predicted: binary measures of whether the unit contains
one or more faults, counts of faults and fault density. The choice of dependent variable varies
across studies, as shown in Column 2 in Appendix A. Nearly half of the studies reviewed in this
thesis use the number of faults as the dependent variable [11, 13-18, 23-27]. However, in many
cases, the number of faults in a component is small, making it more practical (from a data
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analysis perspective) to use a dichotomous variable to indicate the absence or presence of faults
rather than fault counts. Half of the studies reviewed in this thesis use a binary dependent
variable [9, 25]. Although this recoding allows the use of classification techniques and facilitates
analysis, it is a more coarse-grained measure, thus potentially limiting the discriminatory power
of the prediction model.

Some studies divide the number of faults by some size measure, e.g., lines of code, and
thus obtain a measure of fault density [28]. However, the use of fault density might be
problematic as the denominator of the dependent variable is a size measure while certain
explanatory variables are also strongly correlated with size. Rosenberg [29] showed that such
situations may lead to spurious relationships which are pure mathematical artifacts. It also results
in models that are difficult to interpret. Finally, some studies account for the severity of faults.
For example, Zhou et al. [10] built three prediction models; one to predict the probability of high
severity faults, one to predict the probability of low severity faults, and finally a model where the
severity of faults was not accounted for.

The choice of dependent variable also depends on how the resulting prediction model is to
be used. If the purpose is merely to provide some indicator of quality of each component in a
system, then using the number of faults as a dependent variable might be a reasonable choice,
assuming that one can find an appropriate modeling technique for the distribution at hand.
Conversely, if differentiating components with one fault from components with many faults does
not affect decision making (e.g., as in deciding whether or not to spend extra effort to verify that
a class does not contain faults), one may be better off to choose a binary dependent variable, in
which case the prediction model can provide a ranking of the classes according to fault
probabilities.

2.2 Fault-proneness Factors

There are a number of factors that are likely to have an impact on fault-proneness. We divide
these factors into three categories:

e Structural measures: They are measures of structural properties derived from
the source code. This category includes popular coupling metrics, size metrics
and other measures that can be collected from a snapshot of a file (revision).

e Delta measures: These measures capture the amount of change — sometimes
called churn — in a file, e.g., by taking the difference between structural
measures between to successive releases.

e Process measures: They are not derived from the source code, but are collected
from meta data in the revision control system or through human intervention,
e.g., by assessing the experience of each developer, the number of developers
that have made changes to a file, the number of faults in previous release(s) and
simpler measures such as the number of lines added and/or removed.

Our classification of measures into three categories is motivated by practical
considerations. Collecting structural measures requires no revision control system or historical
data. They are simply derived from a particular snapshot of the code base. The delta measures,
on the other hand, require release management and a revision control system to compute the
difference between two successive releases for a particular measure. However, if revision control
and release management is in place, such measures are inexpensive to collect because it requires
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no additional human intervention. Some of the process measures, on the other hand, require
intervention from the developers; they need to record the reason for each change in a coherent
manner. In addition, the process measures are somewhat domain and process specific, and their
definitions are coupled to the way the development team works: how the system is evolving, how
the developers locate and record faults, and how they remove them.

One of the underlying hypotheses in building fault-proneness models is that structural
properties, such as coupling between object classes [30] and cyclomatic complexity [31], affect
fault-proneness. The assumption is that such properties affects the cognitive complexity of the
code, which in turn may affect how prone a programmer is to commit errors when developing or
changing the code. There are numerous structural property measures proposed in the literature.
Important sources in this field of research are the work by McCabe [31], Chidamber & Kemerer
[30], Briand et al. [32, 33], and Li & Henry [34]. The metrics given in [30] are among the
measures most widely used [4]. Many of these measures are, to various degrees, correlated with
the size of the components being measured. This is not necessarily a problem depending on how
the prediction model is intended to be used [1].

Studies have shown that not only structural properties are important predictors of fault-
proneness, but also the history of an individual component and the experience of the developers
should be considered when building fault-proneness prediction models. Graves et al. suggested
that the mere change of a file itself is associated with fault-proneness [35]. Yu et al. showed that
a component with a previous history of faultiness will continue to be faulty in the future due to
possibly unknown underlying factors [36]. There are studies that include the number of distinct
developers that have made changes to a component during its lifetime, assuming that one can
expect more faults when developers share responsibility on a particular component with other
developers, perhaps because (some of) the developers lack of understanding of the changes made
by other developers. Further, it is reasonable to assume that it is easiest to make reliable changes
to the code if the developer is familiar with the complete history of a component’s functionality
and code [18]. However, Graves et al. showed that the number of developers that had made
changes to a module were not associated with fault-proneness [35].

There are a number of studies investigating if and how the three different categories of
measures relate to fault-proneness. From Appendix A we can see that two thirds of the reviewed
studies built prediction models using structural measures. The Chidamber and Kemerer metrics
[30] are among the measures most often used. Only a few of the studies included process
metrics, e.g., [16, 18, 25, 37]. Below, we briefly summarize how the various types of measures
have typically been used in the reviewed studies.

Tomaszewski et al. [23] selected eight metrics out of 14 through a correlation analysis
using Spearman Rho. Among the measures selected were WMC and RFC [30], maximum
cyclomatic complexity [31] and some size metrics. In addition, the number of lines added or
modified since the previous release was used. In fact, this change metric was the best individual
predictor of fault density and number of faults.

In [38], the authors used fault and code measures data from the NASA Metrics Data
Program (MDP). There were 21 measures available as candidate predictors. Four different data
sets were used, and the most important metrics in each data set were selected using correlation-
based feature selection (CFS) [39]. Depending on the data set used, the number of variables was
reduced from 21 to three to seven. Among the variables selected were McCabe's cyclomatic
complexity and Halstead's intelligent count and difficulty metrics [40]. Also included were
several line count metrics: the number of lines including comments and number of blank lines.
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Vandecruys et al. [41] also used data from the NASA MDP. By using a y>-based filter,
they selected only a subset of the metrics available — reducing the number of metrics to around
12 depending on the data set that was filtered. Among the metrics selected were Halstead volume
and error estimate [40], cyclomatic complexity [31], as well as several size-related metrics such
as the total lines of code and lines of comments.

Data available from the NASA MDP was also used in studies by Pai et al. [13] and Gondra
[42]. Pai et al. used the subset of the metrics which are associated with the work of Chidamber
and Kemerer: WMC, DIT, RFC, NOC, CBO, LCOM [30]. Their result showed that four metrics
were significant in predicting fault-proneness: WMC, CBO, RFC and lines of code. DIT, NOC
and to some degree LCOM, were not found to be significant. In [42], the system under study was
a system written in C. Thus, we consider the metrics investigated in this study of less importance
as our focus in this study is mainly on object-oriented systems. Gondra focused on the Halstead
metrics suite and a selection of size metrics and the prediction models yielded an accuracy
ranging from 0.73 to 0.87. Elish et al. [38] used the metrics available through NASA MDP to
compare several data mining techniques. The models yielded an accuracy ranging from 0.83 to
0.93, and nearly all of the precision and recall measures were above 0.9.

Briand et al. [43] investigated the impact of a large number of metrics on fault-proneness;
28 coupling measures, 10 cohesion measures, 11 inheritance-related measures and 6 size
measures. Each measure's impact on fault-proneness was evaluated through univariate logistic
regression. Three multivariate models were built; one using size metrics alone, one including
object-oriented measures like cohesion, coupling and inheritance, and one including both the size
measures and the object-oriented metrics as candidate predictors. The best model in terms of
correctness and completeness were the model based on object-oriented metrics alone, i.e.,
without the size metrics. This model obtained 92% completeness and 78% correctness using 10-
fold cross validation, as apposed to 94% completeness and 81% correctness when assessing
goodness-of-fit. The cross-validated accuracy of the model was 80%. Among the findings from
the univariate analyses were that coupling measures related to the number of method invocations
on a class X initiated from a class C, i.e., import coupling, have a significant impact on fault-
proneness for class C. That is, measures like RFC [30] and the ICP measures defined in [44]
seem to be related to fault-proneness. However, the fact that a class C is used by many other
classes, i.e., high export coupling, seems to have little effect on C’s fault-proneness. Both of
these findings are also supported in [45] and, to some extent, in [46] and [47]. Contradicting
evidence were found in [48], where export coupling measures were significantly associated with
fault-proneness. Further findings in [43] were that some of the cohesion measures were
significant with respect to fault-proneness (a=0.05). However, there is some disagreement on
what constitute a proper cohesion measure and the mathematical properties with which a
cohesion measures should comply [49] [50] [51]. All the inheritance measures were significant
predictors of fault-proneness (a0 =0.05); that is, the more ancestors a class inherits from, or the
deeper the class is in the inheritance hierarchy, the higher its fault-proneness. Further, as a class
overrides more methods or adds new methods, its fault-proneness also increases [43].

In [9], Olague et al. evaluated three metric suites; 1) the metrics proposed by Chidamber
and Kemerer [30], 2) the metrics proposed by Bansiya ef al. [52], and 3) the metrics suite given
by Brito ¢ Abreau et al. [53]. Of the three metric sets, the Chidamber and Kemerer metrics
resulted in the best models in terms of accuracy. Further, the only measures that were
significantly associated with faults across 6 successive releases of the Rhino system [54] were
RFC, CBO and WMC. The findings in [9] runs counter to [43]. In the former, the inheritance
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measures were not significantly associated with fault-proneness, while significant results were
found in the latter. However, the study by Briand et al. was performed in an academic setting at
an undergraduate/graduate level. Lack of experience might have influenced the understanding
and use of inheritance by the experiment subjects. The fact that inheritance measures DIT and
NOC are not a significantly associated with fault-proneness is further supported in [46]. In a
study by El Emam et al. [48] DIT was significantly associated with fault-proneness, while NOC
was not.

The regression analysis done by Subramanyam et al. [24] suggested that the interaction
between CBO and DIT has a significant impact on fault-proneness. A somewhat interesting
result was the impact that CBO had at different depths in the inheritance hierarchy (DIT). In the
C++ based system under study, the fault-proneness of classes with higher CBO values was
significantly larger for classes deeper down in the inheritance hierarchy.

Zhou et al. [10] distinguished between low and high severity faults. The results showed
that design metrics like CBO, DIT, WMC, RFC and LCOM were highly effective in predicting
low severity faults. However, none of the metrics led to suitable models to predict high severity
faults.

Although most of the research done in recent years focused on the impact of structural
properties on fault-proneness, a number of studies investigated other types of fault-proneness
factors. For example, Nagappan et al. [25, 28] used code churn together with dependency
metrics to predict fault-prone modules. Code churn is a measure of the amount of code change
within a component over time. Graves et al. [35] counted the number of changes done in a
module as well as the average age of the code. Referring to Graves et al., Weyuker et al.
constructed a fault-count prediction model using a number of process measures in addition to
structural measures. Weyuker ef al. accounted for the number of developers who modified a file
during the prior release, and the number of new developers involved on a particular file. In
addition, they counted the cumulative number of distinct developers who have modified a file
during its lifetime. The model using these process measures showed only slight improvements
compared with a model using only structural measures.

Khoshgoftaar et al. [37] considered 14 process metrics, such as a variable counting the
number of updates done by designers who had 10 or less total updates in their entire company
career, the number of different designers making changes to a particular module, and the net
increase in lines of code (LOC) for each module. Khoshgoftaar et al. did not study the impact of
the individual measures on fault-proneness, but their prediction models achieved Type I and
Type II misclassification rates ranging within 25-30%. In [22], Kim et al. used deltas from 61
complexity metrics and a selection of process metrics, and achieved an accuracy ranging from
64% to 92% on twelve open source applications.

Most of the studies reviewed here considered structural measures, and there is considerable
evidence that coupling measures (such as CBO [30]) have an impact on fault-proneness. Further,
there is conflicting evidence on how inheritance measures affect fault-proneness although the
overall trend indicates that inheritance measures (such as DIT and NOC [30]) alone are not
strongly associated with fault-proneness. However, as there might be interaction effects between
inheritance measures and other metrics, this should be investigated further. As for cohesion
metrics, there is some empirical evidence suggesting that low cohesion is associated with fault-
proneness, but the results is not nearly as clear and strong as for coupling. Some of the studies
use process measures and deltas to assess fault-proneness. Most of the studies combine these
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measures with structural measures. Thus, based on the results of the reviewed studies, it is
difficult to assess the impact that process measures and deltas alone have on fault-proneness.

Although there is some empirical evidence regarding what factors drive fault-proneness,
building prediction models will remain an exploratory process as we have to expect wide
variations across datasets.

2.3 Data Modeling Techniques

Building fault-proneness prediction models has been a field of research for decades, but there is
still a need for an exploratory process as the number of variables often is large and their inter-
relationship and impact on fault-proneness is currently unknown. The field of data mining and
knowledge discovery facilitates the exploratory nature of building fault-proneness prediction
models.

There exists a large number of data analysis and mining techniques to build a fault-
proneness model, such as classification models determining whether classes or files are faulty. A
classical statistical technique used in many existing papers is logistic regression [55]. But many
techniques are also available from the fields of data mining, machine learning, and neural
networks [3]. One important category of machine learning techniques focuses on building
decision trees, which recursively partition a data set, and the most well-known algorithm is
probably C4.5 [56]. In our context, each leaf of a decision tree would then correspond to a subset
of the data set available (e.g., characterized by components’ source code characteristics and their
fault/change history, as described in Section 3.4) and this leaf’s fault frequency distribution can
be used for prediction when all the conditions leading to that leaf are met. Another similar
category involves coverage algorithms that generate independent rules where a number of
conditions are associated with a probability for a component to contain a fault based on the
instances each rule covers in the data set. As opposed to the divide-and-conquer strategy of
decision trees, these algorithms iteratively identify attribute-value pairs that maximize the
probably of the desired classification and, after each rule is generated, remove the instances that
it covers before identifying the next optimal rule.

Both decision tree or coverage rule algorithms generate models that are easy to interpret
(logical rules associated with probabilities) and therefore tend to be easier to adopt in practice as
practitioners can then understand why they get a specific prediction. Furthermore they are easy
to build (many freely available tools exist) and apply as they only involve checking the truth of
certain conditions. Another advantage is that, instead of relying on model-level accuracy (e.g.,
like for Logistic Regression), each rule or leaf has a specific expected accuracy. The level of
expected accuracy associated with a prediction therefore varies across predictions depending on
which rule or leaf is applied.

Other common techniques include Neural networks, for example the classical back-
propagation algorithm [57], which can also be used for classification purposes. A more recent
technique that has received increased attention in recent years across various scientific fields [58-
60] is the Support Vector Machine classifier (SVM) [3], which attempts to identify optimal
hyperplanes with nonlinear boundaries in the variable space in order to minimize
misclassification.

Machine learning techniques, such as classification trees, can be improved in terms of
accuracy by using metalearners. For example, decision trees are inherently unstable due to the
way their learning algorithms work: a few instances can dramatically change variable selection
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and the structure of the tree. The Boosting [3] method combines multiple trees, implicitly
seeking trees that complement one another in terms of the data domain where they work best.
Then it uses voting based on the classifications yielded by all trees to decide about the final
classification of an instance. How the trees are generated differ depending on the specific
algorithm, and one of the well-know algorithm is AdaBoost [61], which is designed specifically
for classification algorithms. It iteratively builds models by encouraging successive models to
handle instances that were incorrectly handled in previous models. It does so by re-weighting
instances after building each new model and builds the next model on the new set of weighted
instances. Another metalearner worth mentioning is named Decorate [3]. This recent technique is
claimed [62] to consistently improve not only the base model but also outperform other
techniques such as Bagging and Random forest. It is also supposed to outperform boosting on
small training sets and rival it on larger ones [3].

Another way to improve classifier models is to use techniques to pre-select variables or
features, to eliminate most of the irrelevant variables before the learning process starts. When
building models to predict fault-prone components, we often do not have a strong theory to rely
on and the process is rather exploratory. As a result, we often consider a large number of
possible predictors, many of which turn out not to be useful or strongly correlated. Though in
theory the more information one uses to build a model, the better the chances to build an accurate
model, studies have shown that adding random information tends to deteriorate the performance
of C4.5 classifiers [3]. This happens because as the tree gets built, the algorithm works with a
decreasing amount of data, which may increasingly lead to chance selection of irrelevant
variables. The number of training instances needed for instance-based learning increases
exponentially with the number of irrelevant variables present in the data set. Strong inter-
correlations among variables also affect variable selection heuristics in regression analysis [55].
A recent paper [63] compared various variable selection schemes. The authors concluded by
recommending a number of techniques which vary in terms of their computational complexity.
Among them, two efficient techniques were reported to do well: CFS [39] and ReliefF [64].

Because it is a standard and well-established approach, multivariate logistic regression
seems to be one of the most popular techniques for building fault-proneness models, e.g., [65],
[43], [48], [23], [25], [9] and [45]. In these studies, the dependent variable is dichotomous: it
reflects whether or not a component contains a fault that was uncovered either during system test
or operation. Such models output the probability that a given component contains one or more
faults. Other studies count the number of faults that has previously occurred in a component, and
use this count as a dependent variable, e.g., [15, 17] and [11]. Ostrand et al. [15, 17] applied
negative binomial regression, which is a suitable regression technique when dealing with skewed
right-tail count distributions with low averages. The output of a negative binomial regression
model is a conditional probability that a component contains » faults, e.g., “given that a
component has a coupling equal to 3 and a cyclomatic complexity equal to 8, what is the
probability that the component contains 2 faults?”. Because in most cases, a majority of classes
do not contain faults and many fault count distributions show a median close to zero, zero
inflated regression models might be more appropriate [11]. Janes ef al. compared regular Poisson
regression with negative binomial regression, with and without the zero-inflated version [11].
The zero-inflated approach yielded the best results in terms of what percentage of classes needed
to be inspected to find 80% of the faults.

As discussed in Section 2.2, object-oriented structural measures are among the most
frequently used predictors of fault-proneness. A possible problem using these measures in the
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context of regression techniques is that they often are correlated [4]. When this correlation is
extreme, the estimation of coefficients in logistic regression becomes difficult and inaccurate, a
problem referred to as multicollinearity [55]. One way of dealing with multicollinearity is to
apply principal component analysis (PCA) [66]. Principal component analysis creates a number
of orthogonal (uncorrelated) principal components (PCs) that are linear combinations of the
original independent variables. These PCs may be applied directly as new independent variables
in a regression model. Alternatively, PCA can be used to select a subset of the variables, e.g., by
selecting the variable with the highest loading within each PC, and use these variables as
independent variables. Also, PCA can be used simply to analyze the dimensions captured by a
set of measures and help understand what these measures really capture [46].

Another way of dealing with multicollinearity is to examine the variance inflation factor
(VIF). For each coefficient, VIF measures how much of the variance is inflated due to
collinearity compared to what the variance would have been if there was no multicollinearity.
Although one should be careful to use specific thresholds as a rule of thumb [67], VIF values
greater than 10 may indicate multicollinearity problems and these variables should be
investigated further [68],.

Though extreme multicollinearity among independent variables may lead to unstable
coefficients, misleading statistical tests, and unexpected coefficient signs [6], in the context of
prediction models the main purpose is not to interpret the coefficients to explain why a class has
a certain fault-proneness. Thus, multicollinearity is not a major problem if it remains at moderate
levels. Nonetheless, one should be aware that testing the significance of the independent
variables in a multivariate model is unreliable when multicollinearity is present.

Some of the studies applying multivariate regression, e.g., [25, 26], used PCA to alleviate
multicollinearity issues. Others, such as [9, 48], applied univariate analysis on each measure, and
built a prediction model using those measures that are significant with respect to fault-proneness.
Others again, used either forward or backward stepwise regression to select significant variables
[46].

Lately, there has been an increasing interest in alternatives to logistic regression. Briand et
al. discussed the downsides on using traditional regression techniques, and suggested using
multivariate adaptive regression splines (MARS) [69], because MARS suites the exploratory
nature of building prediction models [46]. The MARS model performed slightly better in terms
of accuracy, completeness and correctness, compared to logistic regression. Also, the authors did
a cost/benefit analysis similar to those of an Alberg-diagram [70], which suggested the MARS
model outperformed the model built using logistic regression in terms of cost-effectiveness.

Khoshgoftaar et al. [19] compared seven models that were built using a variety of tools.
The models were built using different regression and classification trees including C4.5, CHAID,
Sprint-Sliq and different versions of CART. Also included in the study were logistic regression
and case-based reasoning. The techniques were evaluated against each other by comparing a
measure of expected cost of misclassification. The differences between the techniques were at
best moderate.

Vandecruys et al. compared Ant Colony Optimization against well-known techniques like
C4.5, support vector machine (SVM), logistic regression, K-nearest neighbour, RIPPER and
majority vote [41]. In terms of accuracy, C4.5 was the best technique. However, the differences
between the techniques in terms of accuracy, sensitivity and specificity were moderate.

Kanmani et al. [12] compared two variants of artificial neural networks against logistic
regression and discriminant analysis. Neural network outperformed the traditional statistical
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regression techniques in terms of correctness and completeness. The possible benefits of neural
networks was also explored by Gondra [42]. In addition, Gondra studied the usefulness of
support vector machines (SVMs) to perform simple classification. When considering fault-
proneness as a binary classification problem (i.e. faulty vs. non-faulty) using a threshold of 0.5,
the accuracy was 87,4% when using SVM compared to 72,61% when using neural networks —
suggesting that SVM is a promising technique for classification within the domain of fault-
proneness prediction. Success in using SVMs is also reported in [38], where SVM was evaluated
against eight other data mining techniques; logistic regression, neural network, radial basis
function, Bayesian belief network, naive Bayes, Random Forest and the C4.5 decision tree
algorithm. There were some statistically significant differences between the techniques, but the
differences were quite small from a practical standpoint.

Guo et al. [21] compared Random Forest [71] with 26 other modeling techniques including
logistic regression and 20 techniques available through the WEKA tool. The study compared the
techniques using five different datasets from the NASA MDP program, and although the results
showed that Random Forests perform better than many other classification techniques in terms of
accuracy and specificity, the results were not significant in four of the five data sets. In Elish
[38], the authors compared SVM against eight other modeling techniques, among them Random
Forest. The modeling techniques were evaluated in terms of accuracy, precision, recall and the F-
measure using four data sets from the NASA MDP program. All techniques achieved an
accuracy ranging from approximately 0.83 to 0.94. As with the other studies reviewed here, there
were some differences, but no single modeling technique was significantly better than the others
across data sets.

In this section, we have elaborated on the model building techniques that typically have
been used to build fault proneness prediction models. Seven of the studies reviewed compared
several modeling techniques [10, 19, 21, 38, 41, 72, 73]. The overall trend seem to be that there
are some differences between techniques, but there are wide variations across datasets and
studies in terms of which technique yield the best models. In addition, there is little consistency
on how the models are evaluated, a topic elaborated in the next section. Thus, it is difficult to
compare the results and draw conclusions from these studies.

2.4 Evaluation Criteria and Methods

In this section we describe how fault-proneness prediction models should be evaluated, in terms
of evaluation criteria and evaluation methods. First, in terms of evaluation criteria, there are three
main aspects of the “quality” of prediction models that we may want to assess:

e Goodness-of-fit tells us how well the model explains the data that were used to
build the model. Among the most popular measures for models with a
continuous dependent variable is the coefficient of determination, R?, which is
the amount of variability in the dependent variable that is explained by the
model.

e Predictive power is an assessment of how the model performs when predicting
based on data that was not used to build the model and that may represent more
recent observations.

o Cost/benefits assessments tells us what are the costs accompanied with
applying a particular prediction model, e.g., the costs of data collection and
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model building, and what benefits can be drawn from using this model, e.g.,
less latent faults and improved quality using less resources. Measures of costs
and benefits tend to be context-dependent.

In many cases, fault-proneness is measured on a continuous scale, for example as a fault
count or fault density. However, many of the model building techniques described in the
previous subsection are classifiers. That is, they classify software components as faulty or non-
faulty. Or rather than a mere classification, most of the classifiers output a probability for a
component to be faulty. To distinguish, based on such probabilities, faulty classes from non-
faulty-ones, one is required to predefine a certain threshold, or cut-off probability value. By
default, this cut-off is 0.5, i.e., components having a probability p>0.5 are classified as faulty
whereas the remaining classes are classified as non-faulty. Since we cannot expect a classifier to
be 100% accurate, some instances will not be correctly classified. These instances fall into two
categories: Type I errors and Type II errors, or false positives and false negatives, respectively. A
false positive is a non-faulty class erroneously classified as fault-prone, while a false negative is
a faulty class that is misclassified as non-faulty. By varying the cut-off value, one can to some
degree control the ratio of false positives versus false negatives.

In the context of software development and testing, the later you discover a fault the more
expensive it is to fix. Hence, if the scope of a fault-proneness prediction model is to focus testing
activities, the cost of missing a faulty class (i.e., a false negative) will in most cases outweigh the
cost of testing a non-faulty class (i.e., a false positive). A confusion matrix, shown in Figure 1,
can be used to show to relative frequency or number of false positives and false negatives
compared to the ratio or number of correctly classified instances, i.e., true positives and true
negatives. Many of the measures that are used to evaluate classifiers can be derived from the
confusion matrix. A selection of these measures are explained below. However, although they
give an indication as to how well a particular prediction model performs in terms of
classification accuracy, they are not directly linked to the possible cost-effectiveness of using
such models. Towards the end of this section we elaborate on some criteria that can be used to
assess the cost-effectiveness of prediction models.

Actual

Positive Negative

Positive True positive (TP) False positive (FP)

Predicted
by model

Negative False negative (FN) | True negative (TN)

Figure 1: The confusion matrix

One of the popular measures in the literature that can be derived from the confusion matrix
is accuracy. Accuracy is the ratio of correctly classified instances.

Accuracy = TP+TN / (TP + FP + TN + FN)
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However, the accuracy measure is somewhat ambiguous; although an accuracy of exactly 1
indicates that all instances are correctly classified, an accuracy of 0.8 reflect that 80% of the
instances are correctly classified; it does not state whether the remaining 20% are mainly false
positives or false negatives. Thus, if we want to determine an appropriate trade-off between type
I and type II errors, accuracy is not a suitable measure.

Sensitivity and specificity are fine-grained measures that enable us to assess the trade-off
between type I and type II errors. The former measure is the percentage of actual positives that
are correctly classified, i.e., in our context, the percentage of faulty components classified as
such. Sensitivity serves as a measure of how many faulty components we are likely to find (or
conversely miss) if we use the prediction model.

Sensitivity = TP / (TP + FN)
Specificity = TN / (FP +TN)

Specificity is the number of non-faulty components correctly classified. Sensitivity is also
referred to as recall, and is not to be confused with the term completeness, which in our context
would be defined as the number of faults found in the components classified as fault-prone
divided by the total number of faults in the system [4].

Precision is often used in conjunction with recall (sensitivity). It is the number of instances
correctly classified as fault-prone (true positives) divided by the total number of instances
classified as fault-prone.

Precision = TP / (TP + FP)

It is possible to increase recall by lowering the cut-off value described earlier. In practice,
however, this often results lower precision; as we are lowering the threshold, more classes are
erroneously predicted as faulty (false positives) and precision drops.

Khoshgoftaar et al. suggested that fault-proneness models should be evaluated using two
additional evaluation criteria allowing one to assess the inaccuracy of prediction models [74].
The authors defined Type I and Type Il misclassification rates as the ratio of Type I and Type 11
errors respectively.

Type I misclassification rate = FP / N
Type II misclassification rate = FN / N

A major part of the studies reviewed use a number of the measures derived from the
confusion matrix to evaluate their models. Although most studies use the standard cut-off of 0.5
to distinguish the fault-prone components from the less faulty ones, some studies vary the cut-off
to find an optimal trade-off between Type I and Type II errors, e.g., [37, 72]. Because the Type II
errors are considered the most expensive of the two types of errors, the importance of
considering Type II misclassification rates is emphasized by Ostrand ef al. [16].

All the measures described up to this point are evaluation criteria for classifiers. That is, in
the context of fault-proneness models, these measures assess 